DEEPIKA THOTA                      
Sr Devops/Cloud Engineer
Email: medeepika.devops@gmail.com					Phone no# 7326688227
LinkedIn: https://www.linkedin.com/in/deepika-thota-471534257/	

Professional Summary:
· [bookmark: _Hlk208225906]Over 12+ years of professional experience with complete Software Development Life Cycle (SDLC) process including Designing, Developing, Testing and Implementation with
· Over 8 years of professional experience in DevOps, Build, Release and Configuration Management on Linux 
· Distros (RHEL, Cent OS, Ubuntu) based systems, working on different environments including Dev, QA, UAT and Production environments.
· Over 4 years of experience in Backend development (Core Java, Oracle Database) in Windows and Linux Platforms.
· Experience in all Phases of Software Life Cycle with emphasis on Designing, Developing, Implementation, Deployment and Support of Distributed Enterprise Scalable, Secure and Transactional Applications.
· Expertise in developing Automated solution for entire build and release process and implementing effective methods for Continuous Integration and Continuous Delivery platforms. 
· Implemented CI/CD Automation Process using various CI Tools like GitHub Actions, Jenkins and CD Tools like ArgoCD, Dynatrace.
· Proficient with Python, Power Shell, Groovy and Bash Scripting.
· Implemented a Continuous Delivery pipeline with Docker, Jenkins and Bit Bucket/SVN and AWS.
· Used containerization technologies like Docker for building clusters for orchestrating containers deployment.
· Implemented a Continuous Delivery pipeline with Docker and AWS.
· Experience working on several Docker components like Docker Engine, Docker Hub, Docker Machine, Compose and Docker Registry. 
· Designed and integrated AIOps workflows with CI/CD pipelines, enabling proactive incident prevention through real-time SLO error budget monitoring and automated quality gates.
· Experience in creating and maintaining infrastructure for Applications in AWS using CloudFormation Templates and Terraform Scripts.
· Experience in Provisioning and Configuration Management tools like Ansible, Chef and Puppet. 
· Worked on deployment automation of all the micro services to pull image from the private Docker registry and deploy to Docker swarm clusters using Ansible.
· Integrated Jenkins with various DevOps tools such as Nexus, SonarQube, Puppet, Chef, Ant, Maven, Nagios, Git, GitHub, TFS, and JIRA etc.
· Experienced in database technology such as Oracle (SQL, PLSQL), MySQL, and PostgreSql and NoSQL databases such as Apache Cassandra, MongoDB.
· Developed automated process for code builds and deployments using Jenkins, Ant, Maven, Sonar type Nexus, Shell Script, Perl, Java.
· Ensured compliance and security best practices were maintained while migrating applications, leveraging IAM roles and security groups.
· Experience is using JBOSS, Apache TOMCAT, HTTP2, Web logic and Web Sphere web servers for deployments.
· Experience working with JIRA to keep track of all the ongoing tasks and maintain bug resolutions.
· Involved in the analysis and troubleshooting of issues which are tracked through VSTS.
· Collaborated with different teams to achieve the work force and escalations to meet the requirements
· Hands-on experience on automate deployment for SaaS based application on cloud using Azure, Pivotal Cloud Foundry and AWS
· Experience working with the Version control tools such as GIT to track changes, code management involving concepts like Branching, Merging and Tagging and in build tools like Apache Maven and to write Pom.xml and Build.xml respectively using build Plugins in maven.
· Installing and configuring the applications on Containers using Dockers (Docker Engine, Docker hub) and implement DockerSwarm, Docker Compose and Kubernetes for the Container orchestration purpose.
· Experience with Clustering of Docker containers using Kubernetes (aws kubectl, minikube, kubeadm).
· Experience with package management tools like Helm Charts in Kubernetes.
· Experience in implementing AWS Security features like IAM, Detective controls, Infrastructure protection, Data Protection, Incident Response on cloud and its pipelines.
· Experience in AWS Services like EC2, EBS, and RDS, Auto-scaling, Load balancers, S3, Route53, VPC, ECS, EKS, Lambda and other services.
· Excellent communication skills that enable collaboration and integration between Dev roles and Ops roles. Highly skilled in deploying the application server clustering (both vertical and horizontal) environments for high availability, failover functionality and new features like apache load balancing. 
· Good working knowledge of client-server architecture. Ability to work effectively and efficiently in a team or individually with excellent interpersonal and communication skills, also highly motivated and adaptive with ability to grasp things quickly.

Technical Summary:

	Operating Systems
	RHEL 5.x/6.x/7, CentOS 5.x/6.x/7, Ubuntu, Fedora, Windows, Linux 10.x/11, flavors of Linux/Unix. Elastic Beanstalk, Elastic Load balancer (ELB)

	Networking 
	TCP/IP, UDP, DNS, DHCP, SSH, FTP, SMTP, HTTP, HTTPS, POP, POP3, Telnet.

	Database
	MYSQL, SQL Server, Oracle 10g/9i/8i, PostgreSQL, MongoDB, Redis

	Cloud platforms
	AWS, Azure

	Virtualization platforms
	Oracle Virtual Box, Vagrant

	Scripting languages
	Bash, Python, PowerShell, JSON, YAML, HTML, XML.

	Containerization and Orchestration
	Docker, Docker hub, Docker compose, Docker swarm, Kubernetes, ECS, EKS in AWS,
ACR, AKS in Azure.

	Web and Application Servers
	Apache Tomcat, JBoss, Web Logic, WebSphere MQ, IBM HTTP Server, IBM Glassfish, Microsoft IIS, Ng nix

	Configuration Management/Build tools
	Ansible, Chef, Puppet, ANT, Maven, TFS, GIT, SVN, Bit Bucket, Jenkins, 

	CI/CD Tools
	Jenkins, Nexus, Jenkins Pipelines, CodeBuild, CodePipeline, Code Commit, CodeDeploy in AWS.

	Observability Tools
	Dynatrace, Prometheus, Grafana, New Relic, Nagios, Monit




Education: B. Tech (Computer Science and Engineering) in 2008, MTECT-JNTUH, India 
					PROJECT SUMMARY
Client: Voya, New York, NY                                            	                                                           			 Nov ‘23 to Aug ’25
Role: Sr Devops Engineer
Roles & Responsibilities:   
· [bookmark: _Hlk208225847]Involved in design and implement scalable, secure, and efficient AWS architectures.
· Designed and deployed highly available, fault-tolerant, and auto-scaling applications using a comprehensive AWS stack, including EC2, Route53, S3, RDS, ECS, DynamoDB, SNS, SQS, and IAM.
· Improve AWS infrastructure consistency and reproducibility by writing and maintaining Terraform configurations to manage AWS resources.
· Integrate Terraform with CI/CD pipelines to enable automated testing, validation, and deployment of AWS infrastructure changes.
· Streamline AWS infrastructure management by automating AWS resource provisioning, deployment, and management using Terraform.
· Collaborated with development teams to implement Helm-based CI/CD pipelines, increasing deployment frequency and reducing rollback rates.
· Supported and maintained the lifecycle management (LCM) of SonarQube, optimizing performance and ensuring seamless operation for quality reporting.
· Collaborated with Continuous Delivery Engineers to ensure smooth integration of quality scans and metrics into CI/CD pipelines.
· Provisioned IaaS and PaaS solutions, including virtual machines and web apps, utilizing AWS CloudFormation templates written in JSON to maintain infrastructure-as-code practices.
· Deployed and managed Elasticsearch, Logstash, and Kibana (ELK stack) for log analytics, full-text search, and application monitoring, integrated with AWS Lambda and CloudWatch.
· Implemented infrastructure deployments using Terraform, ensuring proper sequence of availability between database tiers and web servers, and the integration of load balancers with web nodes.
· Integrated Helm for managing Kubernetes applications, simplifying deployments and versioning of microservices and implemented Horizontal Pod Autoscaling, Load Balancing to design a fault tolerant system capable of handling heavy traffic.
· Automated provisioning of Kubernetes resources like namespaces, deployments and services using Helm Charts and customized configurations for each environment.
· Monitored pipeline performance and optimized workflows, improving deployment frequency and reliability using monitoring and logging tools like Prometheus, Grafana. 
· Implement and manage security policies, authentication and authorization in Kubernetes clusters.
· Configured AWS CloudTrail to capture and log all API activity, ensuring compliance and improving security posture through detailed auditing.
· Analyzed CloudTrail logs to identify anomalies and potential security threats, resulting in enhanced monitoring and threat detection capabilities.
· Configured API Gateway with Lambda to deliver secure, scalable APIs for microservices-based applications.
· Automated Lambda deployment pipelines using SAM and GitHub Actions, enabling rapid iteration and delivery.
· Designed event-driven serverless workflows with Lambda, integrating with S3, SNS, and SQS for real-time data processing.
· Implemented infrastructure deployments using Terraform, ensuring proper sequence of availability between database tiers and web servers, and the integration of load balancers with web nodes.
· Managed server updates and configurations using Ansible, including writing playbooks from scratch to upgrade servers serially to minimize downtime.
· Utilized GitHub for source code management, integrating with Ansible for seamless deployment of playbooks and managing server configurations.
· Configured GitHub Actions workflows to integrate with Terraform, enabling automated infrastructure provisioning on code commits.
· Implemented secrets management in GitHub Actions using AWS Secrets Manager, ensuring secure handling of sensitive data. 
· Created python and bash scripts for to automate infrastructure provisioning and monitoring tasks and Linux system administration, streamlining server maintenance and patch management.
· Automated repetitive AWS tasks using AWS CLI and Boto3, improving operational efficiency for routine operations.
· Built automation workflows for GitHub Actions, enabling seamless integration of infrastructure and application deployments.
Environment: AWS services (EC2, Route53, S3, RDS, DynamoDB, SNS, SQS, IAM, CloudFormation, SonarQube, Lambda, CloudWatch), Elasticsearch, Logstash, Kibana (ELK stack), Terraform, Ansible, GitHub, Jenkins, Docker, Docker Compose, Kubernetes, Splunk, Python, Perl, and JIRA. 

Client: Client: Optum Technology, Eden prairie, MN                                                        		Aug 2022 to April 2023 
Role: Sr. DevOps/Azure Consultant
Roles and Responsibilities:
· Designed and implemented secure Azure Infrastructure using Terraform and Azure Devops Pipelines for automated provisioning of Azure virtual machines, vmss, virtual networks and ensured integration with Azure Virtual Networks for optimized performance and security.
· Managed virtual networking within Azure and established secure connections to on-premises environments.
· Configured and managed AWS Directory Service for AD Domain Services to enable centralized authentication and user management in AWS environments.
· Write and maintain Terraform configurations to manage Azure infrastructure provisioning, deployment, and management using Terraform.
· Configured Azure Monitor, Log Analytics and Prometheus/Grafana for real-time observability, alerting and incident response.
· Installed Windows server roles, features, and deployed applications using PowerShell.
· Automated CICD Pipelines for microservices hosted on AKS and App Services, achieving continuous deployment with zero time.
· Managed VNet peering, Private Endpoints, and Application Gateway (WAF) to secure hybrid network connectivity.
· Reduced Azure spend by rightsizing VMs, implementing tagging policies, and using Azure Advisor recommendations.
· Secured workloads by configuring RBAC, Azure AD Integration and network policies by enforcing compliance using Azure Policy for AKS.
· Managed code versions across different environments using SCM tools like Git, GitHub, Subversion (SVN), AKS and Azure DevOps on both Linux and Windows platforms.
· Automated HPA, Cluster Autoscaler configurations, optimizing cost and performance under dynamic workloads.
· Performed AKS upgrades, backup strategies and DR testing ensuring high availability and resilience across azure regions.
· Reduced downtime by troubleshooting container and node-level issues using KQL Queries and Azure CLI automation.
· Captured and managed images of virtual machines and managed disk attachments in Azure environments.
· Set up and managed cluster environments for load balancing and high availability of Windows servers.
· Orchestrated Kafka deployment and support workflows on Kubernetes clusters using Helm charts, enabling streamlined operations and fault tolerance.
· Spearheaded the development and testing environments' setup using automation scripts in PowerShell, enhancing the DevOps lifecycle. 
Environment: Terraform, TFS, GIT, SVN, PowerShell, Azure DevOps, Jenkins, EKS, Windows Servers (2008 R2, 2012 R2).
Client: Northern Trust Bank, Chicago, IL.                                                                  		 	Feb 2018 to April 2021
Role: DevOps AWS Engineer
Roles & Responsibilities:
· Designed and implemented infrastructure as code using Terraform and Ansible, automating the provisioning of resources on cloud platforms such as AWS and Azure.
· Developed and maintained CI/CD pipelines using Jenkins, GitLab CI, and GitHub Actions to streamline code deployment across multiple environments.
· Managed container orchestration using Kubernetes, including setup, scaling, and management of containerized applications.
· Enhanced infrastructure security by integrating HashiCorp Vault and implementing role-based access control (RBAC) in VMware vSphere environments.
· Configured and maintained monitoring solutions using Prometheus and Grafana to track application performance and system health.
· Implemented centralized logging solutions using the ELK Stack (Elasticsearch, Logstash, Kibana) for easier debugging and monitoring.
· Maintained and enhanced security protocols, including the implementation of network security groups, firewalls, and role-based access controls using AWS IAM and Azure Active Directory.
· Automated routine administrative tasks using scripting languages such as Python, Bash, and PowerShell.
· Collaborated with cross-functional teams to integrate NSX-T with existing DevOps tools, streamlining infrastructure-as-code (IaC) practices.
· Conducted regular system audits to ensure compliance with industry standards and security practices.
· Managed data processing like PostgreSQL, MySQL, and MongoDB, including backups, replication, EKS and performance tuning.
· Assisted in the migration of legacy systems to cloud environments, ensuring minimal downtime and high data processing.
· Engaged in incident management, quickly resolving operational issues and maintaining high availability.
· Implemented security best practices in Kafka deployment and support, such as TLS encryption, Kerberos authentication, and role-based access control (RBAC).
· Developed and managed API gateways to handle increasing loads and secure API traffic.
· Participated in the planning and execution of disaster recovery strategies, ensuring data pipelining and system resilience.
· Facilitated the integration of artificial intelligence and machine learning models into the production environment, optimizing operational efficiency.
· Provided detailed documentation and system diagrams to enhance team understanding and facilitate easier maintenance.
· Trained and mentored junior DevOps team members, enhancing team skills and productivity.
· Stayed updated with emerging technologies and methodologies, applying best practices to improve the reliability and performance of infrastructure. 
Environment: Terraform, Ansible, Jenkins, GitLab CI, GitHub Actions, Kubernetes, Docker, Prometheus, Grafana, ELK Stack, AWS IAM, Azure Active Directory, Python, Bash, PowerShell, PostgreSQL, MySQL, MongoDB.

Client: Fingent Global Solutions Pvt. Ltd., Hyderabad, India	                        			Oct 2015 to Aug 2017
Role: DevOps Engineer
Roles& Responsibilities: 
· Build and configure a virtual data pipelining in the Amazon Web Services cloud to support Enterprise Data Warehouse hosting including Virtual Private Cloud (VPC), Public and Private Subnets, Security Groups, Route Tables, Elastic Load Balancer.
· Leveraged AWS cloud services such as EC2, auto-scaling and VPC to build secure, highly scalable and flexible systems that handled expected and unexpected load bursts.
· Design and Implemented Cloud Orchestration solution using AWS EC2 &, Docker.
· Automated Weekly releases with ANT/Maven scripting for Compiling Java Code, Debugging and Placing Builds into Maven Repository.
· Used AWS Beanstalk for deploying and scaling web applications and services developed with Java, PHP, Python, Ruby, and Docker on familiar server like Apache.
· Setup and build AWS infrastructure various resources, VPC EC2, S3, IAM, EBS, Security Group, Auto Scaling, and RDS in Cloud formation JSON templates.
· Maintained the user accounts (IAM), RDS, Route 53, VPC, RDB, Lambda, Dynamo DB, SES, SQS and SNS services in AWS cloud. Designed and implemented scalable, secure cloud architecture based on Amazon Web Services.
· Defined branching, labeling, and merge strategies for all applications in Git.
· Built Continuous Integration environment Jenkins/Maven and Continuous delivery environment. Responsible for orchestrating CI/CD processes by responding to Git triggers, human input, and dependency chains and environment setup.
· Implementing a Continuous Delivery framework using Jenkins, Puppet, Maven and Nexus in Linux environment.
· Design and document CI/CD tools configuration management.
· Develop PowerShell, Python and Linux scripts for Chef and U-Deploy/Octopus to build end to end automations.
· Utilized Configuration Management Tool Chef & created Chef Cookbooks using recipes to automate system operations and configure Apache Tomcat, Jenkins, and Run deck and deployment automation
· Performed SVN to GIT/Bitbucket migration and managed branching strategies using GIT workflow.
· Managed User access control, Triggers, workflows, hooks, security and repository control in Bitbucket.
· Build servers using AWS, importing volumes, launching EC2, RDS, creating security groups, auto-scaling, load balancers (ELBs) in the defined virtual private connection. Deployed applications on AWS by using Elastic Beanstalk.
· Implemented a CD delivery pipeline with Docker, Jenkins and GitLab/GitHub with Amazon Web Services AMI’s.
· Installed Docker registry for local upload and download of Docker images and from Docker hub.
· Evaluated and implemented the software and the infrastructure for the company-wide private container cloud solution based on Kubernetes, Docker and Python.
· Initiated Microservices application through Docker and Kubernetes cluster formation for scalability of the application. Used Kubernetes to deploy scale, load balance, scale and manage Docker containers with multiple namespace versions
· Implemented a continuous deployment pipeline with Jenkins and Jenkins workflow on Kubernetes 
Environment: AWS (EC2, VPC, ELB, S3, RDS, Cloud Trail and Route 53), VDI, Linux, Ansible, Git version Control, IAM, ELB, Cloud watch, Cloud Formation, AWS CLI, AWS Auto Scaling, Maven, Nagios, Subversion, JIRA, Jenkins, Unix/Linux, Groovy, Shell scripting, ANT, U-Deploy, Jenkins, Chef, Web Sphere, Kubernetes, JBoss Application Servers, Apache Tomcat, SDLC, Docker, Windows. 

Client: BACS (BA Continuum Solutions India), Hyderabad, India				Oct 2011 – July 2014
Role: Sr. Software Engineer (Backend Developer)
Responsibilities
· Understanding on E2E Implementation of the project and analyzing, modification of database based on requirement of screen changes in Applications.
· Created database objects (tables, views, sequences), plsqlobjects (procedures, functions, cursors and triggers).
· Involved in modifying various existing packages, procedures, functions. Developed Packages, Stored Procedures, and Cursors as per the requirement. Used different sub queries, Joins, nested queries as per requirements,
· Development of Adhoc Universes using BO (Business Objects Reports) and developing reports like DESKI/WEBI reports and responsible for create and maintain customer master data for ICON (InContact) Application Project.
· Load data into Staging Database using SQL Loader(sqlldr), SQL developer (import and export utilities)
· Perform Data Transformation as per new system in Literatum in Common Data Model.
· Involved in ETL activities like extracting and loading of data using UTL_FILES, SQLLDR.
· Involved in Data Loading, Pumping to Staging Database, involved in Data Migration, and Testing.
· Perform ETL (Extraction, Transform and Load) on Existing System to New System and write DB Queries to fetch (extraction) data from Existing System.
· Involved in Release and Change Management by redefining processes and implemented tools for software builds, patch creation, source control, and release tracking and reporting on Linux platforms.
· Involved in deployment of weekly builds and Release candidate builds to multiple environments.
· Provided extended support to development and QA team for troubleshooting build failures by keeping track of build logs and communicating the same effectively.
· Assisted QA team to monitor post deployment activities and encouraged reporting and feedback process

Process: BACFSC HL & LAS (BACS), Hyderabad, India				Duration: Oct 2008 – Sep 2011
Role: Sr. Operations specialist.
Responsibilities: 
· Worked as Operations Specialist for Non-IT sector (Bank Operations) in Home Loans and Insurance Division. 
· Been the process trainer for new Joinees. 
· Interacting with LOB (Line of Business) and contractors for resolving queries and disputes, exception handling and preparing feedback processes. 
· Lead team of 5 on internal project, ASR database and worked on various POCs, BPRs, and JDICs in the project and trained batches and individuals on different process flows and queues in the process.
· Conducting Certification programs/ tests, SBS reviews, feedbacks, training programs. 

