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Name: Naveen Kumar
Phone: +1 (940) 363-2072	
Email: naveenkumar68574@gmail.com

Professional summary:
[bookmark: _Hlk494109641]Certified Network Engineer with 9+ years of experience in Network Security engineering, performing Analysis, Implementing, and Troubleshooting with focus on performance tuning and support of large Enterprise Networks.
Experience with legacy and high-end switching technologies in Campus and Data Center environments. Worked on Cisco, Juniper, and Aruba/HP gear in campus environments. Worked on Cisco, Arista, Dell, Cumulus, Juniper gear in Data Center environment.
Currently working on Zscaler (Internet Security & Private Access), Palo Alto Firewalls, Global Protect VPN, Pulse Secure VPN, Fortinet Firewalls, Splunk, Logic Monitor & few more Network Security appliances on a daily basis.
Hands - on experience on Vulnerability Assessment and Penetration testing of Web Application and its related infrastructure.
Hands on Experience in configuring Cisco Catalyst 2960, 3750, 4500, 6500 and Nexus 3000, 5000, 6000, 7000 series devices.
Configured Connectors along with Zscaler TAM And DAS team.
Implementation, Configuration and Support of Checkpoint R80.10, R77.30, R77.20 and Cisco ASA 5505, 5506-X, 5585, 4100, Palo Alto PA-2k, PA-3k and PA-5k Firewalls. 
Performed internal and external penetration testing with extensive vulnerability assessment scans.
Hands on experience with Network Cisco, Palo Alto, Checkpoint, F5, AWS and Zcaler vendors.
Maintain and administrator for F5 load balancers, DHCP, DNS, and Checkpoint.
Provided Desktop Support for internal users •Handle Service-Now tickets related to Cisco ASA & Zscaler, & VPN along with the connectivity issues and provide support when any issue is raised.
Experience in Installing Firmware Upgrades, kernel patches, systems configuration, performance tuning on Linux systems.
Experience in working with Cisco Nexus Switches like 5000 and 7000 series and Virtual Port-Channel configuration. Implemented VDC, VPC, VRF and OTV on the Nexus 5505 and 7009 switches and 9K series.
Troubleshooting firewall rules in Cisco ASA, Checkpoint, Zscaler.
Familiar with network monitoring tools, SolarWinds, Cactai, PRTG. SiteScope, Compuware, What’s up gold, Wireshark, NetScout.
Performed an extensive remote network penetration test for two new Confidential datacenters.
Experience with Cisco IOS, Cisco ACI, F5. Strong understanding in cloud, managing systems and networks in an AWS and Azure environment. Primary support for all Blue Coat Proxy activities on the network security team.
Perform network maintenance and system upgrades including service packs, patches, hot fixes and security configurations.
Experience in Network system Engineer in Cisco Identity services Engine (ISE) and DNAC (DNA Center).
Experience with Zscaler Cloud Proxy Architecture with ZIA, traffic forwarding using GRE tunnels to Zcloud, Azure AD Authentication, Access policies, ZAPP.
Perform and contribute to success in Network Design projects. Strength in Cisco ISE and DNAC backed by extensive training in routing/switching.
Experience working in an AWS Services like TGW, IGW, VGW, S3, EC2, CloudWatch, VPC, ELB/ALB, Route53 and RDS.
Worked with the AWS KMS - API and implemented the encryption of the secrets with Java and Chef for a better security and encryption.
Performed internal and external penetration testing with extensive vulnerability assessment scans.
Leveraged the Services of AWS - KMS and Chef Encrypted data bags for proper Encryption and Security of the Credentials like DB passwords.
Have Worked on AWS (EC2, S3, EBS, VPC, IAM, ELB, Route 53, Auto scaling, Security Groups).
Involved in designing and developing Amazon EC2, Amazon S3, Amazon RDS, Amazon Elastic Load Balancing, Amazon SWF, Amazon SQS, and other services of the AWS.
Experience with F5 LTM, GTM and APM modules for application load balancing. Worked on migration from cisco ACE to F5. Worked on SSL off loading, Virtual servers, Monitoring, Profiles, iRules, SNAT.
Experience in troubleshooting both connectivity issues and hardware problems on Cisco based networks. Work with TAC on IOS bugs and high-level issues.
Performed security Assessment and penetration testing for CyberTrust valued customers.
Experience in testing Cisco routers and switches in lab scenarios and deploy on site for production.
Worked on Blue coat and Zscaler proxies. Implemented and configured Cloud proxies for exceptions, URL categories, SSO Authentication using Azure, PAC files.
Experience with Zscaler Internet security and Zscaler private access. 


Education:

	University
	Degree
	Year of passing

	Northwest Missouri State University
	Master of Science
	2020

	CMRIT
	Bachelor of technology
	2014



Technical Skills:


	Router and VoIP Platforms

	Cisco Routers series 7300, 4000, 3800, 2000, 1900; Juniper T4000, MX10, MX40, ACX2200, ACX5000; On SIP, Avaya products, cisco IP phones 

	Routing Fundamentals and Protocols

	Routed and Routing protocols RIP, EIGRP, IS-IS, OSPF, BGP, IPX; MPLS, IPv4 and IPv6 addressing, subnetting, VLSM, Static routing, ICMP, ARP, HSRP, VRRP, Route Filtering, Multicast, Policy Based Routing, Redistribution, Port forwarding, Arista. 

	Switch Platforms

	Cisco Catalyst series 2960, series 3560, 3850, 4500, 6500, 7000, 9000; Nexus series 2K, Netgear switches,5K, 7K; Nortel/Avaya 5510, 5520; Juniper EX3300, EX4600, EX4300, EX3400, Arista 7050, 7280, and 7500 Series Switches

	Switching Fundamentals and Protocols
	Ethernet technologies, LAN networks, MAC, VLAN and VTP, STP, PVST+, Multicast, 
RSTP, Multi-Layer Switching, 802.1Q, EtherChannel, PAGP, LACP, CDP, HDLC, RARP, VXLAN

	Firewall Platforms

	Juniper Net screen 6500, 6000, 5400, Juniper SSG, SRX5600, SRX5800, Checkpoint (NGX R65, 3100, 5100, 5900), Cisco Firewalls (ASA 5505, 5506-X, 5585), Netgear Firewall, Fortinet, Palo Alto Networks (PA series 2K, 3K and 5K), WAF, ACI.

	Security Protocols

	Standard and Extended ACLs, IPsec, VPN, Port-Security, SSH, SSL, IKE, AAA, Prefix-lists, Zone-Based Firewalls, NAT/PAT, HIPAA standards, Ingress & Egress Firewall Design, Content Filtering, Load Balancing, IDS/IPS, Blue Coat URL Filtering, L2F, IDS, TCP Intercept, Router Security, SNMP trap 

	Network Management and Monitoring

	Wireshark, Infoblox, HP OpenView, Cisco Prime, Security Device Manager (SDM), Cisco Works; TCP Dump and Sniffer; SolarWinds NetFlow Traffic Analyzer, Network Performance Monitor (NPM), Network Configuration Manager (NCM), SevOne, SiteScope.

	Load Balancers
	F5 (BIG-IP) LTM, GTM/DNS, WAF, ASM, APM, Citrix NetScaler

	WAN technologies
	Frame-Relay, ISDN, ATM, MPLS, PPP, DS1, DS3, OC3, T1 /T3 lines, SONET OC3-OC192, SDH, POS, PDH 

	Cloud Computing and Automation
	AWS, Microsoft Azure, Cisco Meraki, C, Python scripting, Shell, Cloud Migration 


	Other Networking Protocols and Fundamentals

	DHCP and DNS server, Shell, Active Directory Management, NTP, NDP, TCP, UDP, FCP, Network Implementation, Troubleshooting techniques, NHRP, NetBIOS, NFS, FTP, TFTP, HTTP, PAP, PPTP, SIP Trunking, SNMP logging, BitTorrent, SMTP, RADIUS and TACAS+, PBX servers, SDN, SAN, MLAG, SD-WAN, VPC

	Operating Systems
	Windows 10/7/XP, MAC OS, Windows Server, Nexus OS, Cisco IOS-XR, Linux, UNIX 



Professional Experience:

Providence Health Plans, OR                                                                                                                             Feb 2025 – Till Date
Senior Network Engineer
Responsibilities:

Manage and support highly available enterprise, campus, data center, and WAN network infrastructure, ensuring reliable connectivity, performance, and resiliency for business-critical applications.
Configure and troubleshoot Cisco campus core, distribution, and access-layer networks, supporting complex Layer 2 and Layer 3 enterprise environments.
Manage Cisco Nexus 7000 and Nexus 9000 Series switches, including Nexus 93180YC-FX3, supporting VLANs, trunking, vPC, port channels, routing, and high-availability connectivity.
Configure and support Cisco Catalyst 9200 Series switches running IOS XE, including switch stacks, VLANs, trunking, EtherChannel, spanning tree, routing, and access-layer connectivity.
Manage Arista 7050, 7280, and 7500 Series switches running EOS, supporting BGP, VXLAN, VRFs, MLAG, VLANs, LACP, routing, and Layer 2/Layer 3 connectivity.
Played a key network engineering role in the MBC site shutdown, migrating network connectivity and services, validating infrastructure dependencies, and coordinating decommissioning activities with minimal production impact.
Supported the POP2 site turn-up, implementing and validating Cisco switching, VLANs, trunk links, routing, uplinks, and network connectivity required for production operations.
Planned and executed server VLAN migrations, coordinating network changes and validating VLANs, gateways, routing, server reachability, and application connectivity throughout the migration.
Implemented BGP connectivity between AWS and on-premises network infrastructure, configuring BGP peers, route advertisements, routing policies, and end-to-end cloud connectivity.
Supported SD-WAN integration with the parent organization, implementing WAN connectivity and routing requirements and validating communication between organizational environments.
Plan and execute Arista EOS software upgrades, including upgrade readiness assessments, image validation, MLAG health checks, rollback preparation, implementation, and post-upgrade verification.
Perform Cisco IOS XE and NX-OS upgrades, switch replacements, hardware refreshes, configuration migrations, image/checksum verification, boot validation, and post-change health checks.
Configure and support F5 BIG-IP LTM, including virtual servers (VIPs), pools, pool members, health monitors, persistence, SSL profiles, and iRules for enterprise applications.
Troubleshoot end-to-end application traffic through F5, firewalls, network infrastructure, and backend servers, analyzing TCP/IP, SSL/TLS, NAT, routing, health checks, and HTTP responses.
Implement and troubleshoot WAN and inter-data-center circuits, including new circuit turn-ups, migrations, routing changes, carrier coordination, and connectivity validation.
Perform network failover and resiliency testing across redundant switching, WAN, MLAG/vPC, and inter-site connectivity to validate high-availability designs.
Troubleshoot complex Layer 2 and Layer 3 incidents involving BGP, OSPF, VRFs, VXLAN, VLANs, MLAG, vPC, STP, port channels, ARP/MAC learning, packet loss, and latency.
Analyze routing tables, BGP neighbors, ARP/MAC tables, interface counters, device logs, packet captures, MLAG/vPC status, and monitoring data to identify root causes and restore services.
Configure and maintain network infrastructure services including NTP, SNMP, DNS-related network changes, DHCP connectivity, management access, and network monitoring across Cisco and Arista environments.
Lead production RFC/change activities, developing implementation procedures, risk/impact assessments, test plans, rollback/blackout procedures, and post-change validation for network changes and upgrades.
Participate in major incident response and root-cause analysis, collaborating with application, server, cloud, security/firewall, telecom, database, and infrastructure teams to resolve critical production issues.
[bookmark: _GoBack]Moody’s, NY                                                                                                                                               Aug 2022 – Feb 2025
Senior Network Engineer
Responsibilities:
Managed on-site deployment with Meraki and Cisco switches, troubleshooting for smooth transitions.
Led LAN/WAN development for primary and redundant data centers with Next Gen Firewalls.
Self-paced learning for Zscaler support.
Upgraded firmware for Meraki Security Appliance and Cisco Catalyst 9000 switches, implementing zero-touch cloud provisioning for Cisco Meraki SD-WAN Solutions.
Global management of Palo Alto firewalls, including design, installation, and VPN configurations.
Configured tunnels from f5 devices to Zscaler cloud and implemented EPP, EDR, and endpoint protection.
Provided tier 3 support for Infoblox DNS & Zscaler Proxies.
Configured and maintained IPSEC and SSL VPNs on Palo Alto Firewalls.
Planned and designed WAN circuits to connect multiple locations.
Configured F5 virtual and pool servers for load balancing Linux servers.
Designed and planned Wide Area Network (WAN) circuits to connect remote sites effectively.
Worked on large-scale wireless environments, including 1000+ access points and WLAN controllers.
Troubleshooted network issues using packet capture and analysis tools.
Implemented CloudVision for automating network configuration and management tasks, improving efficiency and reducing manual errors.
Configured AWS direct connection between on-premises Palo Alto firewall and AWS.
Managed EDR solutions, conducted POCs, and performed pre-sales, implementation, and support.
Implemented Auto-VPN for Meraki SD-WAN Security Appliance, conducted POCs for application visibility.
Conducted penetration tests on the United States Mint's non-Commerce website and infrastructure.
Handled major projects like Zscaler Private Access Deployment, Cisco ASA code Upgrade, and Palo Alto Global Protect deployment.
Collaborated with SOC for web application security log analysis, malware analysis, and phishing/spam email investigation.
Proficient in deploying and managing Arista's 7000 series switches, optimizing network performance for data centers and enterprise environments.
Configured static routes, IP pools, reserved IPs, Vlans, SVI on MX Security Appliance.
Experience with TACACS/RADIUS servers, migration from ACS and Aruba ClearPass to ISE.
Involved in Infrastructure Security Assessment, Vulnerability Assessment, and Penetration testing.
Configured Azure AD SAML authentication for Zscaler.
Implemented advanced network features on Arista platforms, including VXLAN, MLAG (Multi-Chassis Link Aggregation), and EVPN (Ethernet VPN), to support modern, flexible network architectures.
Installed and configured Cisco 9K switches, implemented redundancy, failover, and fault tolerance solutions.
Configured EtherChannel between stacks of switches for increased bandwidth and link failover.
Participated in the implementation of Tanium platform, including deploying and configuring modules.
Conducted vulnerability assessment and penetration testing on web and mobile applications.
Documented network designs using Visio.
Attended weekly calls with Zscaler Technical Manager for issue discussion and project updates.
Experience in converting Cisco ASA rules to Palo Alto solution.
Acted as a single point of contact for client wireless infrastructure, particularly for Meraki wireless.
Implemented Site-to-Site VPNs with Palo Alto Firewalls, and configured Zscaler cloud proxies.
Configured and maintained all Palo Alto Networks Firewall models and centralized management system (Panorama).
Designed and implemented scalable and high-availability networks using Arista’s programmable architecture and EOS (Extensible Operating System).
Installed and configured Meraki appliances and wireless access points.
Implemented Cisco Meraki wireless solutions and deployed wireless access points.
Worked with service providers to install and configure WAN circuits, ensuring timely delivery.
Utilized CloudVision to monitor network performance in real-time, enabling quick identification and resolution of issues.
Worked on the implementation of Cisco Meraki Enterprise Cloud Wireless Bridge/Repeater for LAN extension.
Deployed Cisco ISE for wireless services and supported WAN & LAN managed network services, Load Balancer (F5), SD WAN Viptela Wireless.

Alignment Healthcare, NY                                                                                                                        Jul 2020 – Dec 2021
Network Engineer
Responsibilities:

Led end-to-end LAN/WAN development, covering IP planning, design, installation, configuration, testing, and maintenance.
Designed DMZ in primary/redundant data centers with Next Gen Firewalls, IPS/IDS sensors, Switching, and routing.
Conducted tests to verify WAN circuit performance and troubleshoot any issues before going live.
Deployed Nexus devices (7010, 5548, 2148T, 2248) and worked with Cisco Nexus 2148t Fabric Extender.
Conducted Network and Web App Penetration tests following rules of engagement.
Configured WAN with Meraki/FortiGate SD-WAN, managed Cisco Meraki SD-WAN solution.
Upgraded/maintained Infrastructure, including Cisco Switches, Routers, Juniper, Palo Alto, f5 BIG IP.
Utilized Python and Ansible for network automation tasks, improving operational efficiency and reducing configuration errors in Arista environments.
Implemented security measures such as Web Content Filtering, Proxy, Firewalls, IDS/IPS, and DDoS protection.
Collaborated with vendors (Cisco, AT&T, Verizon, Zscaler) for code upgrades and security compliance.
Hands-on with Check Point Firewall software blades, 24x7 on-call support.
Leveraged CloudVision’s analytics features to gather insights on network traffic and usage patterns, assisting in capacity planning.
Worked with Azure team on Zscaler authentication policies, cloud services knowledge.
Supported SD-WAN MPLS via Viptela vEdge devices, configured Virtual Device Context in Nexus 7010.
Implemented/maintained access policies, AD-based, user-based, and location-based access.
Configured Cisco ISE for 802.1x Authentication, conducted penetration testing on financial databases.
Installed/maintained Cisco Layer 3 switches in multi-VLAN environments.
Experienced in WAF deployment for web application tenants, configured Cisco ASR/ISR routers.
Proficient in cloud networking topologies, migration from GRE tunnels to MPLS-based VPN, security solutions using Palo Alto/Cisco.
Worked closely with network and IT teams to ensure smooth integration of WAN circuits into existing networks.
Provided WAN/LAN configuration, implementation, and support, including BGP, OSPF, EIGRP.
Configured/administered firewalls (Checkpoint, Juniper, Cisco ASA).
Used RIVERBED Steelhead for WAN optimization, implemented High Availability in Checkpoint.
Replaced Checkpoint firewall architecture with Palo Alto PA3000/PA5000 appliances.
Leveraged Arista’s telemetry and monitoring tools to proactively identify and resolve network issues, enhancing overall network reliability.
Installed/maintained Palo Alto Firewalls, including migration from virtual environments to Azure.
Worked on large-scale wireless integrations (Cisco Wireless, Meraki) with AutoVPN technology.
Automated retail store IP address filtering and NETSCOUT database updates using Python.
Wrote MOPs for configuring Juniper/Tellabs interfaces, supported various Juniper hardware.
Managed data centers with F5 load balancers, Cisco switches, Juniper M120, and Extreme switches.
Configured Cisco 7200 routers connected to Cisco ASA 5508 for perimeter-based firewall security.
Optimized WAN network performance with Cisco switches by configuring VLANs.
Managed network devices from a single dashboard using CloudVision, streamlining operations and enhancing visibility.
Configured ASA 5510 Firewall, managed F5 Big IP GTM/LTM appliances with SSL offload and iRules.

Rehrig Pacific Company, TX                                                                                                                   May 2019 – Jun 2020
Network Engineer			                         
Responsibilities:
[bookmark: _Hlk2336589]Involved in complete LAN, WAN development (including IP address planning, designing, installation, configuration, testing, maintenance etc.). Design of DMZ in primary and redundant data centers with Next Gen Firewalls, IPS/IDS sensors, Switching and routing.
[bookmark: _Hlk2336405]Experience in deployment of Nexus 7010, 5548, 2148T, 2248 devices.
Integrated Arista Networks with cloud platforms and SDN (Software-Defined Networking) solutions to enable dynamic resource allocation and improved network agility.
Integrated CloudVision with other network management and monitoring tools for a cohesive management experience.
Experience working with Cisco Nexus 2148 Fabric Extender and Nexus 5000 series to provide a Flexible Access Solution for datacenter access architecture.
Experience configuring Virtual Device Context in Nexus 7010.
Performed thorough testing of WAN circuits to verify reliability and troubleshoot issues before deployment.
Installation and maintenance of Cisco Layer 3 switches 3750, 4500X, 6500 in multi VLAN environment.
Maintenance and configuration of Cisco ASR1000 series and 7200VXR routers at data center and deployment of 3900, 3800, 2951 and 2821 for branch connectivity.
Designed WAN solution using the AutoVPN technology with Cisco Meraki MX security appliances including DC to DC failover and SD-WAN capabilities.
[bookmark: _Hlk124847550]Implemented SD-WAN for smooth traffic management and security purpose.
Involved in migration from Site-to-sire GRE tunnels network to MPLS-based VPN for customer’s WAN infrastructure.
[bookmark: _Hlk2336420]Migration experience from Cisco ASA 5500 to PA. Experience with migration tool in PA for Policies from ASA to PA. Experience with SSL forward proxy and URL filtering.
Configuration and administration of firewalls, which includes Checkpoint, Juniper, and Cisco ASA firewalls.
Experience with RIVERBED Steelhead appliance for WAN optimization.
Involved in Switching Technology Administration including creating and managing VLANS’s, Port security, Trunking, STP, Inter VLAN routing, LAN security etc.
Automated network operations using Arista’s EOS and open API, reducing manual tasks, improving consistency, and accelerating network deployment and configuration changes.
Configured BGP, EIGRP and OSPF and Policy based Routing. 
Configuring OSPF and Static routing on Juniper M and MX series Routers.
Provide Tier II Load Balancer expertise on F5 Big IP Local Traffic Managers (LTM). Designing F5 solutions/support for migration work of applications and websites from Cisco ACE Load Balancers to the F5 Big IP Load Balancers.
Configuring VLAN, Spanning tree, VSTP, SNMP on EX series switches.
Configured Cisco 7200 routers which were also connected to Cisco ASA 5508 security appliances providing perimeter-based firewall security.
Optimized performance of the WAN network consisting of Cisco 3550/4500/6500 switches by configuring VLANs.
Configuring ASA 5510 Firewall and accept/reject rules for network traffic.
Extensive knowledge and troubleshooting in data communication protocols and standards including TCP/IP, UDP, IEEE 802.3, Token Ring, Cable Modem, PPPOE, ADSL, Multilayer Switching, DoD standards.
Managed the F5 Big IP GTM/LTM appliances to include writing iRules, SSL offload and everyday task of creating WIP and VIPs.

Tech Indya IT, India                                                                                                                         	Aug 2016 – April 2019
Network Engineer                                                    			                        
Responsibilities:
Managing and maintaining a Microsoft Windows Server 2008 Environment.
Planning, Implementing and maintaining a Microsoft Windows Server 2008 Active Directory Infrastructure.
Provided functional and technical support, troubleshooting and diagnosing hardware and software problems, including desktop, laptop, WAN, LAN, and remote systems.
Configured, managed and deployed group policies.
Installed and maintained software through group polices.
Configured, managed File server, Printer server on the network.
Configured and managed domains on Windows 2003/2008 platforms.
Planned, implemented and maintained critical network infrastructure services (i.e., WINS, DNS and DHCP).
Monitored and troubleshot LAN installed and configured routers, hubs and switches, and generated weekly reports.
Produced backup software for distribution and maintenance of all computers and peripherals. 
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