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Experienced DevOps Architect with over 17 years and proven ability to align cloud strategies business objectives, ensuring scalable, secure, and resilient cloud infrastructures for Healthcare, Banking, Government Agencies, Retail Industry and Authentication Systems sectors. Expertise in designing cloud solutions across IaaS, PaaS, and SaaS, AWS Cloud Services, Azure Cloud Services, driving operational efficiencies, cost management, and governance. A strong leader with a deep knowledge of cloud migration, automation, disaster recovery, and cloud security best practices. Adept at providing technical direction, system design, and client engagement from project definition to implementation.

Skill Summary

· Public Cloud:	Amazon Web Services (AWS) Cloud, Azure Cloud
· Private Cloud:	OpenStack, CloudStack, LocalStack
· Compliance:	GDPR, HIPAA, PCI-DSS, ISO 27001, SOC2
· Security:	Identity Management, Security Best Practices, Azure AD, Disaster Recovery, High Availability
· Machine Learning:	KubeFlow, MLFlow, TensorFlow, Amazon SageMaker, Azure Machine Learning, Jupiter
· Infrastructure as Code (IaC):	CloudFormation, Terraform, ARM templates, GitOps.
· Configuration Management:	Puppet, Ansible, Puppet, Chef
· Containers and Orchestration:	Docker, Kubernetes, Helm, Rancher, OpenShift
· CI/CD:	AWS Code Pipeline, Azure DevOps (YAML Pipelines), Jenkins (Groovy), GitLab, GitHub Actions (YAML), Harness DevOps Orchestration
· Programming/Scripting:	PowerShell, Python Bash
· Monitoring:	Kusto, Power BI, Azure Dashboards, Prometheus, Grafana, Datadog, Splunk
· Version Control:	Git, Bitbucket, Azure Repos, TFS, ClearCase
· Change Management:	Azure Boards, Jira, ServiceNow.
· Technical Documentation:	Azure Wiki, Confluence
· OS Hands on:	Windows, Mac, Linux
· Design/Diagrams:	LucidChart, Draw.io, Figma.
· Database:	SQL, MYSQL, Postgres, MongoDB, Influx (time series) db.
· Messaging / Caching:	ActiveMQ, RabbitMQ, Redis, Memcached, IBM MQ

Public Cloud Infrastructure Services Experience

AWS: EC2, Lambda, ECS, EKS, Fargate, S3, EBS, EFS, Glacier, Backup, RDS, Aurora, DynamoDB, Redshift, DocumentDB  and ElastiCache, VPC, Direct Connect, Elastic Load Balancing (ELB), Route 53, CloudFront:, Global Accelerator and Transit Gateway, IAM, GuardDuty, WAF, Key Management Service (KMS), Secrets Manager and Config, CloudFormation, CloudTrail, CloudWatch and Systems Manager, SageMaker, Polly and Lex, EMR, Kinesis, Glue, Athena and  Data Pipeline, SES, SQS,  SNS and  MQ, IoT Core and IoT Analytics

Azure: Virtual Machines, Functions, Kubernetes Service (AKS), Container Instances, Batch, Blob Storage, Files, SQL Database, Cosmos DB, Cache for Redis, Virtual Network (VNet), Load Balancer, DNS, Content Delivery Network (CDN), DDoS Protection, Virtual WAN, Bastion, Key Vault, Log Analytics, Resource Manager (ARM), AI and Machine Learning Studio, Data Factory, Databricks, HDInsight, Stream Analytics, Event Hubs, Data Explorer, IoT Hub, IoT Central

Certifications:
· Certified SAFe4 Practitioner 
· Red Hat Certified Engineer (RHCE)
· ITIL Foundation
· CloudU Certification
· AWS Well-Architect Course completion

Awards:
· Kudos Awards
· Infrastructure as Code in Terraform for Kubernetes Cluster provision in VMware through Rancher (Enterprise Kubernetes Management) in Hackathon Q2-2021 
· Impressive kudo received from Manager for various activities during July 2021 
· Advocate kudo received from Business Unit Director for Critical Production Rollout and followed by support during July 2021 
· Spot Award – January - 2019 
· Automated Patch Management which helps to proactively prevent vulnerabilities. This results in better vulnerability management and saves time for doing the patching. This effort was highly appreciated by the stakeholders.
· Spotlight Award – January 2018
· Provide extensive support for Athena Text production outage. 
· Extra Mile Award – June 2017
· Successful transition of 24/7 support from US team into AHI team, successful completion of Goonies migration.
· Documentation for across Environment.
· Team Player Award – DevOps – July 2016
· Successful disaster recovery setup migration from Data Center into AWS cloud
· Emerging Leader Award – August 2016
· Successful continuous Support for all Production Environment
· Milestone Archiver Award – March 2015
· Successful implementation of Mail Archival solution, it's an alternate service for outgoing email's backup
· Documentation for across Environment.

Achievements:
· Lead an ISO27001, SOC2 Type I and SOC2 TypeII certification HID Authentication Service and WorkforceID Product
· Delivering Infrastructure as Code with Terraform for Jenkins-as-a-Service (2020-2021) internal product for HID Global CI/CD DevOps tool (currently it’s in beta)
· Achieved 30% reduction in Cloud costs (2020) and optimized Cloud usage level by 40% through right sizing and reservation for EC2, RDS, Elasticache (2020 and 2021)
· Private Cloud OpenStack Setup (Grizzly Edition) and CloudStack Lab setup
· Convert Active Directory & Domain service from Windows server into Linux Server
· Install and maintain NAGIOS monitoring server for all Production URL's and machine performance tracking, Open-Source Ticketing System (osTicket), Squid Proxy Server, Samba server, DHCP server, Subversion SVN server with distributed level, OCS-Reports for Software Asset Management (SAM) and Puppet Enterprise edition for middleware automatic installation
· Configure automatic backup solution for all Production server (Build and Database) with Ant Script
· Delivered new mode of Automate patching solution for EC2 (2019), which reduced 70% spending time on manual patching process.
· Mailpiler: It's an archiver solution for email.
· Mod Security: Impact analysis of mod Security upgrade of v2.9.1
· Scripting: CloudFormation Scripting for Disaster Recovery environment for AWS Cloud
· Documentation: Collect all scattered documents and consolidate under single tree.

Professional Experience:

Excyl Inc, Ashburn, Virginia                                                                                                                                        Oct 2024 - Present
DevOps Consultant
Client: Amtrak	

Working Projects Names: Gateway management, Order Payment, Order Reservation and Cancel, Booking Service

Responsibilities:
· Lead all the DevOps initiatives with a focus on enabling development teams to drive smooth running of CI/CD systems engineering and technical operations.
· Prepare architect diagram and infrastructure diagram based on client request.
· Partner with team members and cross functional groups to ensure programs align with PCI compliance requirements.
· Receive security alerts and coordinate appropriate responses
· Designed and deployed scalable, secure, and resilient cloud architectures leveraging best practices.
· Proficient in designing and implementing CI/CD pipelines using AWS Code Pipeline and Code Deploy, automating the end-to- end deployment process for Infrastructure with CloudFormation and applications.
· Delivered multiple information technology assignments and tasks, such as administering overall Product AWS Accounts, CI/CD, Application, Network, Monitoring, Upstream/Downstream dependencies.
· Collaborated with cross-functional teams to ensure smooth integration of cloud solutions with existing IT operations.
· Making sure that the ITIL processes like Incident Management, Problem Management & Change Management are adhered to.
· Daily standup meeting, scrum meeting, weekly and monthly status meeting
· Effective communication skills in collaborating directly with clients.
· Daily Monitoring of Production environment and reporting to Dev Team for further investigation with proper log information

Environments:	
Cloud: AWS Cloud
Cloud Services: EC2, ECS, APIGateway, VPC, AMI, SES, SNS, DynamoDB, WAF, ELB, NLB, ASG, S3, EBS, EFS, Route53, IAM, KMS, CloudTrail, ParameterStore
Monitoring: CloudWatch
CI/CD: Jenkins, Code Pipeline, Code Deploy, Bitbucket Cloud, CloudFormation

HID Global, Austin, Texas                                                                                                                                        May 2018 – Aug 2024
DevOps Architect	

Worked Projects Names: Authentication as a Service, WorkforceID, IAM Portal, Self Service Portal, Single Sign-on Authentication, RFID User Authentication, Digital Identity Verification, WorkforceID and Identity and Management System

Responsibilities:
· Designed and deployed scalable, secure, and resilient cloud architectures leveraging best practices.
· Selected appropriate cloud services (Infrastructure as a Service - IaaS, Platform as a Service - PaaS, Software as a Service - SaaS) based on business requirements, ensuring optimal resource utilization.
· Collaborated with cross-functional teams to ensure smooth integration of cloud solutions with existing IT operations.
· Delivered multiple information technology assignments and tasks, such as administering overall Product AWS Accounts, CI/CD, Application, Network, Monitoring, Upstream/Downstream dependencies.
· Utilized OpenAI's advanced language models to enhance infrastructure as code (IaC) practices, enabling dynamic and context- aware infrastructure provisioning and management.
· Lead all the DevOps initiatives with a focus on enabling development teams to drive smooth running of CI/CD systems engineering and technical operations.
· Developed advanced GitHub automations to streamline build and deployment workflows, reducing manual interventions and increasing team productivity by 40%.
· Implemented Data Loss Prevention (DLP) solutions to safeguard sensitive data and comply with regulatory requirements such as GDPR and HIPAA.
· Collaborated with development and security teams to embed security practices, ensuring compliance with industry standards throughout the software development lifecycle (SDLC).
· Proficient in designing and implementing CI/CD Pipelines using Harness DevOps Orchestration and Terraform templates for IaC to the AWS Cloud
· Proficient in designing and implementing CI/CD pipelines using AWS Code Pipeline and Code Deploy, automating the end-to- end deployment process for Infrastructure with CloudFormation and applications.
· CI/CD pipelines using Azure DevOps to automate the deployment of Azure services, enabling continuous integration and continuous delivery for cloud applications.
· Developed a hybrid cloud solution integrating Azure with an on-premises data center, optimizing performance, and reducing latency through ExpressRoute and VNET peering.
· Deployed AI-driven monitoring tools and predictive analytics to proactively identify and address performance bottlenecks, anomalies, and potential failures in DevOps environments.
· Led successful migration of on-premises applications and data to cloud platforms, ensuring seamless integration with existing IT infrastructure.
· Daily standup meeting, scrum meeting, weekly and monthly status meeting
· Establish and meet approved SLA for business systems / network performance and uptime.
· Making sure that the ITIL processes like Incident Management, Problem Management & Change Management are adhered to.
· Daily Monitoring of Production environment and reporting to Dev Team for further investigation with proper log information
· Working closely with Architecture, Development, Test, Security, and IT Services teams.
· R & D of all Infrastructure and Application support activities
· Address all the vulnerability reporting by InfoSec team.
· Implemented cloud security strategies and enforced compliance with industry standards (e.g., GDPR, HIPAA, PCI-DSS, ISO 27001, SOC2 Type 1 and SOC2 Type2).
· Conducting internal auditing for GDPR, ISO27001, Security compliance.
· Effective communication skills in collaborating directly with clients.

Environments:	
Cloud: AWS Cloud, Azure Cloud
Cloud Services: EC2, EKS, VPC, AMI, SES, SNS, DynamoDB, MSSQL, WAF, ELB, ASG, S3, OpenSearch, EBS, EFS, ElastiCache, Route53, IAM, KMS, CloudTrail, Virtual Machines, Functions, Kubernetes Service (AKS), Container Instances, Batch, Blob Storage, Files, SQL Database, Cosmos DB, Cache for Redis, Virtual Network (VNet), Load Balancer, DNS, DDOS Protection, Systems Manager, SageMaker, Polly and Lex, EMR, Kinesis, Glue, Athena, and Data Pipeline, Cache for Redis
Monitoring: Azure Monitor, Azure Log Analytics, and Azure Application Insights, CloudWatch, EFK, Datadog, Splunk Cloud, NewRelic, Grafana,
CI/CD: Jenkins, Harness DevOps Orchestration, Code Pipeline, Code Deploy Bitbucket, Bitbucket Cloud, Bitbucket – On-prem, Terraform, CloudFormation

Athenahealth, Austin, Texas	          Dec 2016 – April 2018
Technical Lead – IaaS
Project Name: Athena Health, AthenOne, Patient Engagement, Athena IDX, Platform Services, Epocrates

Responsibilities:
· Leading a team accountable for Infrastructure Services (IaaS) and Application Services (Epocrates Essentials and Athena Text), my role is to ensure uptime guaranteed.
· Provided telephony software and hardware support. IVR Design and support
· Project Management and Co-ordination with Business stakeholders
· Established quality review documentation standards which were adopted as best practice.
· More than 15k tickets resolutions on record
· Trained and supported junior technician.
· Configured hardware, devices, and software to set up workstation, network infrastructure, and telephony equipment.
· Telephone IVR development and support.
· Lead the IT Infrastructure team in the following areas define, manage, and support the entire operations infrastructure.
· Making sure that the ITIL processes like Incident Management, Problem Management & Change Management are adhered to.
· Daily standup meeting, scrum meeting, weekly and monthly status meeting, reporting to Director-IaaS
· Daily Monitoring of Production environment and reporting to Dev Team for further investigation with proper log information
· Creates opportunities for training for others, prepares training schedules, materials.
· Enhance the DevOps productivity over the team discussion.
· Made notes for team's key points, ideas, and decisions.
· Responsible for the quality of the work produced by the team.
· R & D of all Infrastructure and Application support activities
· Install, Configure and Maintaining Linux in Data Center
· Maintenance of Web Server's (Tomcat, Apache)
· Install, Configure and Maintenance the Middle-ware environment (ActiveMQ, Solr Search, Jenkins, Puppet Enterprise)
· Daily Monitoring the Production environment include of Application services, Load Balancer, Storage, VMware, and Network
· Oracle Linux Operating System Quarterly patching.
· Address all the vulnerability reporting by InfoSec team.
· Conducting internal auditing for PCI compliance, SOX compliance.

Environment:
Cloud: AWS Cloud
Cloud Services: EC2, VPC, AMI, SES, SNS, DynamoDB, PostgreSQL, WAF, ELB, ASG, S3, OpenSearch, EBS, EFS, ElastiCache, Route53, IAM, KMS, CloudTrail,
Monitoring: CloudWatch, Splunk Cloud, Datadog
CI/CD: Jenkins, GitHub, CloudFormation, Puppet

VendorMate & GHX (SMI), Madurai, India	            Oct 2014 – Dec 2016
Technical Lead (DevOps)
Project Name: Vendormate Kiosk, Vendormate Credentialing, Category Optimization

[bookmark: _Hlk178252710]Responsibilities:
· Daily scrum meeting, weekly and monthly status meeting, reporting to Manager.
· Daily Monitoring of Production environment and reporting to Dev Team for further investigation with proper log information
· Prepare architect diagram and infrastructure diagram based on client request.
· Discuss with key people for client architecture and infrastructure.
· Taking care of daily activities with Team and mentoring people in own team and across teams.
· Implementation of Process for all activities, though the same would help the team.
· Creates opportunities for training for others, prepares training schedules, materials.
· Discussing with team to finish the task.
· Understands requirements, business domain and architecture.
· Discussing with key people for All Production Deployment
· Enhance the DevOps productivity over the team discussion.
· Made notes for team's key points, ideas, and decisions, quality of the work produced by the team.
· R & D of all DevOps activities
· Install, Configure and Maintaining Linux in Cloud and Data Center, Maintenance of Web Server's (Tomcat, Apache)
· Install, Configure and Maintenance the Database environment (MongoDB, PostgreSQL), Elasticsearch, Sphinx, Mailman, Squirrel Mail, Jenkins, Puppet Enterprise, Splunk, Logstash, Kibana, Apache Storm, Hadoop)
· Daily Monitoring the Production environment.
· Discussion with team for new implementation
· Backup Script and Running schedule preparation for Automatic and Manual process.

Environment:
Cloud: AWS Cloud
Cloud Services: EC2, VPC, AMI, SES, SNS, DynamoDB, PostgreSQL, WAF, ELB, ASG, S3, OpenSearch, EBS, EFS, ElastiCache, Route53, IAM, KMS, CloudTrail,
Monitoring: CloudWatch, Splunk Cloud, Datadog
CI/CD: Jenkins, Bitbucket, CloudFormation

Corent Technology Pvt. Ltd, Chennai, India	          Mar 2008 – Sept 2014
Team Lead – System Admin 

Responsibilities:
· Trains and mentor people in teams and across teams.
· Creates opportunities for training for others, prepares training schedules, materials and accomplishes team to finish the task.
· Daily scrum meeting, Weekly and Monthly status meeting, reporting to CEO.
· Understands requirements, business domain and architecture.
· Communicating with others in the organization regarding the team's progress.
· Communicating with others in the organization regarding upcoming projects.
· Analyze for upcoming requirement to enhance the System Admin Team productivity.
· Made notes for the team’s key points, ideas, and decisions.
· Responsible for the quality of the work produced by the team.
· R & D of all IT activities, To maintain Local Area Network and Wi-Fi network
· Install, Configure and Maintaining Linux and Windows server's in Cloud and Data Center, Web Server's (IIS, Tomcat, Apache, JBoss and WebSphere), Database's (Oracle, MySQL, MSSQL and DB2), SSL Certificate for Production servers, VOIP, VNC and VPN Remote Access.
· To manage and troubleshoot all computers and hardware components, OS installation and troubleshooting,
· OS and application up gradation upon request.
· Backup Script and Running schedule preparation for Automatic and Manual process.

Exclusive Search Recruitment Consultants, Chennai, India	                Nov 2006 – Feb 2008
System Administrator
Responsibilities:
· Install, Configure and Maintaining Windows 2003 Domain Server and Linux Operating system
· Mail Server Configuration for All workstation for POP and SMTP
· Weekly Database Backup
· To manage and troubleshoot all computers and hardware components, OS installation and troubleshooting.
· To monitor performance and manage user profiles.
Successful Implementation:
· Migration of all Windows desktop into Linux Desktop
· Install and maintain DHCP server, NFS and Samba server.
· Configure automatic backup script with Ant for file server.

Education:
· Master of science (Information Technology), Madras University, Chennai, India -2006
· Bachelor of Computer Application (B.C.A.), Madras University, Chennai, India -2004.
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