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Professional Summary:
· Customer-focused IT professional demonstrating high degree of skill in facilitating collaboration between IT operations, development, and quality assurance to ensure project success and deliver high-quality products and services. 9 years of Experience in Systems Administration, Configuration Management, Software Development Build/Release Management, Automation, Cloud Computing, AWS, Azure services and have good knowledge in all phases of Software Development Life Cycle (SDLC), Waterfall, Agile environments, and CI/CD pipeline.
· Strong expertise in Provisioning, Operating and Managing distributed application systems on the Azure and AWS platform.
· Proficient experience on AWS services such as AWS EC2, Identity Access Management, Autoscaling, Route53, ELB, RDS, CloudFront, SES, SNS, SQS, Dynamo DB, Elastic ache, Elastic bean stalk, CloudFormation and Cloud-watch.
· Sound Knowledge in automating the infrastructure on the Azure using Terraform.
· In-depth knowledge in building the AWS Cloud Formation templates for creating custom VPC’s, subnets, EC2 instances, Elastic Load Balancers, NAT, and security groups by using JSON/YAML scripts.
· Experienced in Docker for virtualization. Ship, Run and Deploy the application securely to speed up Build/Release Engineering. Used Docker for Virtualizing servers for the needs in multiple environments such as Dev, Qa, Stg & Prod.
· Expertise in using ArtifactoryRepository like Nexus, Artifactory, Jfrog to store the artifacts. USed ECR and Nexus as Docker Repository
· Used Kubernetes for orchestrate deployment, scaling, cluster maintenance and management of containerized applications, Docker swarm for management of Docker containers of new and existing applications as well as deployment and management of complex run-time environment. 
· Extensively worked on Jenkins to achieve End to End Automation by Continuous integration and Continuous Deployment for all the Builds and Deployments.
· Extensive knowledge in creating and maintaining Redis clusters as caching DB for multiple web service applications in different environments. 
· Experience with working on source control management tools such as GIT, TFS and Bitbucket for Branching, Merging, and maintaining versions across the environments.
· Expertise in checking the code vulnerability which is deployed in Prod by using the Check Marx and SonarQube.
· Hands-On knowledge in creating and maintaining certificates for web service applications.
· Automated various administration tasks using Bash, JSON, Ruby, PowerShell, and Python Scripts.
· Implemented Continuous Integration and Continuous Deployment by using automation scripts in the AWS Build/Release pipeline process.
· Experience in setup and configuring the Application servers such as Apache Tomcat, Nginx, and Apache Web Server.
· Experience in configuration management to deal with Linux Servers, VM’s in cloud and manage the infrastructure using Ansible.
· Automated installation of JDK 8, Tomcat and several other software packages on multiple machines through SSH using Ansible Playbooks and maintained up to date.
· Extensive Knowledge in writing Shell, Python and Bash scripts throughout the entire Lifecycle of DevOps.
· Performed Continuous Monitoring using tools such as Nagios and Splunk, monitored system performance and health of AWS infrastructure using Cloud Watch.
· Expertise in debugging the application code issues which are deployed in Docker clusters, AKS, EC2.
· Experienced in Blue-Green Deployment models within AWS Cloud Environment.
· Worked on the SonarQube application code scans to check the code quality issues like security, vulnerability & bugs etc.

  Technical Skills:
	Version Control Tools	
	VSTS, TFS, GIT, BITBUCKET

	Infrastructure as code
	Terraform, Ansible

	Operating Systems
	Ubuntu, Debian, Windows, Linux (RedHat, CENTOS).

	Continuous Integration tools
	Jenkins, Azure Build/Release pipelines.

	Configuration Management tools
	Chef, Ansible, and Docker.

	Defect Tracking tools
	Jira, ServiceNow.

	Cloud Services 	
	AWS, Azure.

	Virtualization and Containerization
	VMware, Docker, and Kubernetes.

	Azure Cloud
	AKS, ACR, Application Gateways, APIM services, Load balancers, Application Insights, Key vaults, Alerts, Log Analytics, AAD, Azure Redis Cache, Route tables, Storage accounts, Virtual networks, Subnets, Azure workbooks.

	AWS cloud	
	EC2, IAM, VPC, Route53, ELB, EBS, Auto Scaling, SES, SNS, SQS, RedShift, DynamoDB, Direct Connect, Storage Gateway.

	Networking
	TCP/IP, DNS, NTP, FTP/TFTP, SFTP, WAN, LAN, SSH and TELNET.

	Databases
	SQL, Redis and My SQL.

	Scripting
	Shell Scripting, Python.

	Monitoring Tools
	Lens, AppInsights, check Marx, Logic Monitor, SonarQube & CloudWatch.



Professional Experience:
USAA, San Antonio, TX                                                                                                      Feb 2021 – Present
Role: AWS DevOps Engineer
Responsibilities:
· Managed Multiple IAM accounts In AWS for users with specific policies attached and implemented Multi Factor Authentication meeting the security compliance.
· Created alarms and notifications for monitoring EC2 instances using Cloud Watch and configured Elastic Load Balancers (ELB) by using the EC2 Auto scaling groups.
· Worked on configuration and maintenance of the AWS Virtual Private Cloud (VPC), Public and Private Subnets, NACL’s, Routing Tables, ELB, Security Groups and EC2 Instances.
· Built AWS S3 buckets and managed its policies using Identity Access Management (IAM). Also used Glacier along with S3 for Backup and Storage on AWS Cloud.
· Creating AWS Cloud Formation Templates (CFT) in JSON to design custom size VPC, Subnets, NAT to deploy Web Applications and Database templates.
· Migrating Legacy Applications from across the Data Centers to AWS Cloud. Worked heavily on AWS infrastructure including EC2, AMI, ECS, Elastic Cache, RDS, IAM, KMS, Route 53, SQS, SNS and Security Group Management.
· Configuring and managing both the Cloud and on-premises GitHub repositories and administration of user accounts, maintaining proper sync of local and remote repo.
· Building a Continuous delivery pipeline with Docker for custom images of Applications in the Cloud using Jenkins.
·  Configured Rancher and created/imported clusters using EKS.
· Created app role and policies for HashiCorp vault to manage the access and token rotation
· Worked on multiple Docker components such as the Docker Engine, Docker Machine, Docker Hub, Docker Swarm and Docker Registry.
· Configuring Continuous Integration and Continuous Deployment using the Blue – Green Deployment Methodology.
· Managed Ansible Playbooks with Ansible roles. Used file module in Ansible playbook to copy and remove files on remote systems and worked with deploying web applications on Apache, Maintained high availability cluster and standalone server environments and refined automation components with configuration management (Ansible).
· Created inventory in Ansible for automating the continuous deployment and wrote playbooks using YAML scripting.
· Built ElasticSearch, Log Stash and kibana(ELK) for centralized logging and then store logs and metrics into S3 bucket using Lambda functions.
· Configured Apache web server and Tomcat in the Linux AWS Cloud environment and automatic deployment of applications using Ansible automation.
· Experience in utilizing Jenkins for enterprise scale infrastructure configuration and application deployments checking out code from GIT and using Maven to build war/jar artifacts and creating pipelines.
· Experience in building Docker images using GitLab-ci build automation runner
· Hands on experience with ETL tools such as AWS Glue, Using data pipeline to move data to AWS Redshift
· Did a POC on Apache Kafka and zookeeper to deploy in Docker Swarm Mode and implemented the best practices on all kafka topics
· Automated Jenkins jobs checking out code from GIT pushed to Git repository by using Poll SCM, and scheduled jobs as night builds and configured Maven test, compile, and build.
· Created Ansible with multiple modules as per component like Kafka, Zookeepers, MySQL, HTTP Collectors & Schema Registry to configure EC2 instances to create/update kafka cluster.
· Used MAVEN as a build tool on java projects for the development of build artifacts on the source code and deployed artifacts into Nexus (Jar and War file) repository and defined dependencies and plugins in Maven pom.xml for various activities and integrated Maven with GIT to manage and deploy project related tags.
· Monitoring of Application and Servers by using shell/python scripts and Nagios as monitoring tools to identify, resolve infrastructure problems before they affect critical processes and worked on Nagios Event handlers in case of automatic restart of failed applications and services.
· Highly participated in Linux/Ubuntu administration along with other functions managing different servers like Apache/Tomcat and databases such as Oracle, MySQL.
· Used Parquet and AVRO File formats for processing into AWS S3 Bucket
· Created Terraform scripts for applications configuring in Application Gateway/Load Balancers by reducing the manual process to 70%.
· Created EC2 instances and implemented large multi node hadoop clusters in AWS cloud from scratch using automated scripts such as terraform
· Participated and contributed effectively in daily stand-up, sprint review, sprint demo and scrum meetings in Agile.
· Worked with JIRA ticket tracking as change management and bug tracking tool.
Environment:  GIT, Docker, Nexus, AWS, Chef, Maven, JIRA, Linux, Apache Tomcat, XML, Docker, Ansible, Nagios, Kubernetes, Ruby, Python, BASH Scripts, PowerShell scripts, red hat, Hadoop, Terraform,  VMWare, SUSE, EC2, VPC, AMI, RDS, S3, Route53, IAM, Logic Monitor, Cloud Formation, GitLab, MySQL, CloudFront, Cloud watch, lambda, Jenkins.

James Hardie Industries, Cleburne, TX                                                                Dec 2018 – Jan 2021
Role: Cloud/ DevOps Engineer
Responsibilities:

· Designed and deployed the VPCs, subnets, and security groups using AWS infrastructure as code tools (Terraform).
· Used Rancher for monitoring and managing Kubernetes deployments.
· Setup and build AWS infrastructure various resources, VPC EC2, S3, IAM, EBS, Security Group, Auto Scaling, and RDS in CloudFormation JSON templates.
· Used Terraform modules for two tier Architecture which includes AWS resources VPC, subnets, security groups, EC2, load balancers, auto scaling group, cloud watch alarms, EC2 clusters, s3 buckets for logs. 
· Intensive planning with follow up meetings before making any project live with all the stakeholders.
· Create S3 buckets and secure them using IAM and Bucket Policies. 
· Manage Lifecycle Policies to move objects to different S3 tiers and Glacier.
· Worked with OpenShift platform in managing Docker containers and Kubernetes Clusters. Setup and build AWS infrastructure various resources, VPC EC2, S3, IAM, EBS, Security Group, Auto Scaling, and RDS in CloudFormation JSON templates.
· Involved in Migrating Objects from Teradata to Snowflake.
· Created monitors, alarms, and notifications for EC2 hosts using Cloud Watch.
· Wrote a script to monitor crontab error messages and publish this to AWS CloudWatch using PERL.
· Building/Maintaining Docker container clusters managed by Kubernetes Linux, Bash, GIT, Docker. Utilized Kubernetes and Docker for the runtime environment of the CI/CD system to build, test deploy.
· Administer Splunk as well as create tests and deploy operational search strings.
· Used Git to resolve and worked on Python and portlet.Performed Automation using Shell and Python Scripts.
· Created Nagios Monitoring infrastructure, various Nagios Plugins Scripts Perl & Python based for checking health of App servers and for Monitoring load.
· Involved in development of test environment on Docker containers and configuring the Docker containers using Kubernetes.
· Managed Kubernetes charts using Helm and created reproducible builds of the kubernetes applications,managed Kubernetes deployment and service files and managed releases of Helm packages
· Built Jenkins jobs to create AWS infrastructure from GitHub repos containing Terraform code.
· Managed different infrastructure resources, like physical machines, VMs and even Docker containers using Terraform - it supports different cloud service providers like AWS.
· Used the AWS-CLI to suspend an AWS Lambda function processing an Amazon Kinesis stream, then to resume it again.
· Worked on Scala for implementing spark machine learning libraries and spark streaming.
· Kafka integration with Spark using Spark Streaming API.
· Setup constant security checks as part of CI - CD pipeline and monitoring to prevent or respond faster to any events that might occur.
· Implemented continuous delivery framework using Jenkins, Ansible, Maven, and Nexus in Linux environment.
· Managed Subversion branching strategy for a few applications by creating Release branches, Developing branches thus ensuring the integrity of Trunk..
· Experience in using AWS command line EBS (Elastic beanstalk).
· Experience in implementing projects using Agile and Waterfall, Scrum Methodologies.
· Rotational roster for handling deployments, monitoring, critical issues and being the SPOC for the management in case of any issues in that duration. 
· Setting up monitoring solutions to keep track of failing systems and respond proactively before major downtimes occur. 
· Installing new technologies like Prometheus, Grafana, Rancher, etc for monitoring and management of clusters. 
· Optimizing cost of systems by reviewing unused systems and purging what's not needed. 
· Created, tested and deployed an End-to-End CI/CD pipeline for various applications using Jenkins as the main Integration server for Dev, QA, Staging, UAT and Prod Environments with Agile methodology. 
· Managed local deployments in Kubernetes, creating local clusters and deploying application containers. 
· Use of Docker, Kubernetes to manage micro services for development of continuous integration and continuous delivery.  
· Worked on day-to-day administration tasks and resolved tickets using JIRA. Worked on Docker container snapshots, attaching to a running container, removing images, managing directory’s structure and managing containers. 
Environments: AWS EC2, VPC, EBS, Lambda, Python, AMI, CloudWatch, SNS, RDS, EBS, Rancher, Bamboo, Python, TFS, JSON, Java,puppet, Selenium web driver, Appium, Linux, Eclipse, Git, Ant, Maven, Subversion, UNIX, SVN, Docker, Jira, Pearl, Ruby, Shell Scripts, Tomcat, Jenkins, Splunk, groovy.

Sentara, Norfolk, VA                                                                                                        Jan 2017 – Nov 2018
Deployment Engineer
Responsibilities:
· Configuration management, release management and build management using Jenkins/Hudson.
· Packaging and delivery of artifacts to QA communities.
· Design, install, administer, and optimize hybrid cloud components to ensure business continuity (i.e., Azure AD, ADFS, SSO & VPN Gateways.).
· Deployed Azure IaaS virtual machines (VMs) and Cloud services (PaaS role instances) into secure V. Nets and subnets.
· Designed Network Security Groups (NSGs) to control inbound and outbound access to network interfaces (NICs), VMs and subnets. Provided high availability for IaaS VMs and PaaS role instances for access from other services in the V.Net with Azure Internal Load Balancer.
· Implemented high availability with Azure Classic and Azure Resource Manager deployment models.
· Installed MAVEN and configured pom.xml in conventional projects for continuous integration.
· Developed Chef Recipes to configure, deploy and maintain software components of the existing infrastructure.
· Worked on configuring plug-ins like Junit, SSL authentications in Maven.
· Coordinating the resources by working closely with Project Manager's for the release and carried Deployments and builds on various environments using continuous integration tool.
· Deploying JBoss, Apache Tomcat web server, IIS Server, Oracle web logic.
· Wrote script in Maven for Building multiple projects.
· Involved in Java, J2EE code deployment using Jenkins Jobs and Cron Jobs.
· Testing the application manually and run the JUNIT Test suites Wrote ANT and MAVEN Scripts to automate the build process.
· Extensively worked on Apache http Server, Apache Tomcat Server as administrator for Server Installations, Configuration, Application components deployment, performance tuning including troubleshooting and maintenance.
· Performed regular software release build and deployment based on defined process and procedure, including J2EE, UNIX Scripts, Oracle PL/SQL build and deployment.
· Managed a cloud platform base on the Lambda architecture including Kafka, Spark, and Cassandra.
· Involved in scrum ceremonies (stand-up, grooming, planning, demo/review and retrospective) with the teams to ensure successful project forecasting and realistic commitments.
· Used Shell/Perl scripts to automate the deployment process.
· Used Jenkins & Puppet to perform automated CI Builds and Deployments.
· Co-coordinated Instance Refreshes and Environment Re-base lining.
· Planning, scheduling and documenting releases at code Freeze Periods.
· Sole person to be responsible for Release/Change control Process.
· Converted and automated builds using Maven and Ant. Scheduled automated nightly builds using Hudson/Jenkins.
· Scripting in multiple languages on UNIX, LINUX and Windows - Batch, Python and Shell script.
· Support developers to resolve issues. Helped the development team for a better build process.
Environment: Azure, Ant, Maven, Puppet, Subversion, Python, Jenkins, Clear Case, Clear Quest, UNIX, JUnit.

Yash Technologies, India                                                                                          Aug 2013  –  Dec 2014            
Linux/Unix Administration
Responsibilities:
· Build, configure and deploy VMs, Snapshots and templates.
· Manage source code, software builds, software versioning, and detect tracking on software maintenance tasks/projects.
· Implemented Bash, Perl, Python scripting to automate day to day tasks.
· Involved in troubleshooting Production Server Problems related to web applications, Send mail, disk space, File system, DNS, and network connectivity.
· Security, users, and group administration.
· Keeping account of server logs and application logs during deployment or other Failures.
· Writing automation scripts using shell scripting for day-to-day activities.
· Performed storage management with SAN/NAS.
· Used PowerShell for scripting in Windows-based systems when needed.
· Networking service, performance, and resource monitoring.
· Monitored System Performance of Virtual memory, Managed Swap Space, Disk utilization and CPU utilization.
· Automated Linux production server’s setup using scripts. Used these scripts to replicate production build environments on a local dev box using Vagrant and Virtual Box.
· Provide desktop support including creating images specific to client requirements and deal with issues pertaining to hardware and applications.
· Provided timely and thorough responses for off-hours problems during On-Call shifts.
Environment: Red Hat Enterprise Linux, Shell-Scripting, LVM, Windows, RPM, YUM, NFS, LVM, HTTP, FTP.
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