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  Professional Summary:
· AWS (Amazon Web Services), Azure certified DevOps Engineer with 12+ years of experience in IT industry in administration, automation, and operation across various virtual platforms (UNIX, LINUX and Windows) with profile of Software Configuration, Build and Release Management with Continuous Integration (CI) & Continuous Deployment/Delivery (CD) as an iterative process and Automation of infrastructure including end-to-end code configuration.
· Experience in overseeing applications using Amazon AWS Cloud which incorporates services like: EC2, S3, EBS, VPC, ELB, AMI, SNS, RDS, IAM, Glacier, Elastic Beanstalk, LAMBDA, Route 53, Auto Scaling, Cloud Front, Cloud Watch, Cloud Trail, Cloud Formation, OPS Work, Security Groups.
· Built servers in AWS by importing volumes, launching EC2, creating security groups, auto-scaling, load balancers in the defined virtual private connection.
· Worked on IAM service by creating users & groups, defining roles and policies and Identity providers.  
· Implemented Amazon EC2 by setting up instances, virtual private cloud (VPCs), and security groups.
· Created alarms and trigger points in CloudWatch based on thresholds and monitored the server's performance, CPU Utilization, disk usage.  
· Creating snapshots and Amazon machine images (AMIs) of the instances for backup and creating clone instances. 
· Experience in supporting a multi-tenant OpenShift/Kubernetes cluster to global standards.
· Spearheaded a successful migration initiative, orchestrating the seamless transition of an existing setup to Cloud Based Services.
· Install and configure the Ansible Tower for Infra activities for restarts and sending patch files to multiple hosts.
· Advanced experience in designing, implementing, and delivering infrastructure on container platforms such as OpenShift and Kubernetes.
· Developed and maintained a deep understanding of API authentication and authorization mechanisms, with a focus on OAuth and related protocols.
· Design, develop, and maintain CI/CD pipelines using Harness to enable continuous integration, deployment, and delivery of applications.
· Introduced and implemented highly effective database change management strategies, guaranteeing flawless synchronization with the application code.
· Integrated Hashi Corp secret vault in DevOps pipeline to securely store and retrieve credentials for managing secrets, encryption as a service, and data protection.
· Experience in building Docker images using Docker files and container-based deployments on Kubernetes.
· Streamlined deployment processes and rollback strategies, enhancing the consistency and accuracy of software releases, and minimizing downtime.
· Integrate Infrastructure as Code (IaC) principles with Harness to automate the provisioning and deployment of infrastructure components.
· Proficient in utilizing monitoring and logging tools such as Prometheus, Grafana, Splunk, and Cloud Logging Solutions to maintain application performance and ensure system health.
· Experience using Maven and ANT as a Build Tool for the working of deployable artifacts (war & ear) from source code. 
· Extensive involvement with Version Control Systems like GIT, CVS and Subversion (SVN). 
· Experience in using Cloud Watch, Nagios, New Relic and Splunk for monitoring. 
· Experience in using Nexus, Artifactory, JFrog Repository Managers for Maven and ANT builds. 
· Experience in deploying WAR, JAR, and EAR files in WebLogic, WebSphere, JBoss application servers in LINUX/Unix/Windows environment. 
· Deployed Java/J2EE applications on to Apache Tomcat application servers and configured to host the wiki websites. 
· Extensive involvement in LINUX/Unix system Administration, System Builds, Server Builds, Installations, Upgrades, Patches, Migration, Trouble shooting on RHEL. 
· Good understanding of the principles and best practices of Software Configuration Management (SCM) in Agile, scrum, and Waterfall methodologies.
· Conducted daily scrum stand up, sprint planning, product backlog, sprint review and spring 
retrospective meetings.

`TECHNICAL SKILLS
	[bookmark: _Hlk509421917]Cloud and Container Technologies
	 Azure, GCP, AWS, Docker, Kubernetes(k8s), Open shift

	CI/CD Tools
	Jenkins, Azure Pipelines, Gitlab Pipelines

	Source Code Management
	GIT, GitLab, SVN, Bitbucket, Azure Repos.

	Scripting Languages
	Unix Shell Scripting(bash), Ansible, PowerShell, Python, C#

	Ticketing/ Monitoring tools       
	ServiceNow, Jira, Nagios, CloudWatch, Splunk, Prometheus-Grafana.

	AI Tools
	MLOPs, Git-Copilot and Chat-GPT

	Build Tools
	Maven, ANT

	Artifactory management 
	Nexus & Artifactory



EDUCATION:

Bachelor’s from JNTU University, Hyderabad, India in 2010

Work experience:

	Client: Bath&Body Works, Colombus OH								
	 November 2023 -Present

	Role: DevSecOps Engineer
	



Responsibilities:

· Lead development teams to build and deploy micro services-based applications in public cloud with Continuous Integration & Continuous Deployment tools and processes
· Managed GIT Configuration, Branching and Merging, resolved conflicts, Push changes, etc.
· CI/CD using Build Scripts- Maven, Continuous Integration tool - Jenkins, Software code repository tool GIT, Code Commit.
· Possessed a strong working knowledge of networking principles, including DNS, VIPs, Certificates, and other networking activities.
· Demonstrated expertise in implementing Enterprise storage solutions for Kubernetes, specializing in platforms such as NetApp, and other similar industry-leading technologies.
· Utilized GitLab for Infrastructure as Code (IaC) by managing infrastructure configurations and deployments through code repositories.
· Hands-on experience in using OpenShift for container orchestration with Kubernetes, container storage, automation, to enhance container platform multi-tenancy.
· Managed the end-to-end deployment of microservices on Azure Kubernetes Service (AKS) for an e-commerce platform.
· Developed CI/CD pipelines using Azure DevOps to enable faster application deployment cycles for the retail e-commerce team
· Designed and implemented Azure DevOps pipelines for an automated continuous integration and continuous delivery (CI/CD) framework
· Designed Kafka topics based on the types of data and the requirements of producers and consumers. 
· Configured monitoring and dash boards for various services using Prometheus and Grafana.
·  Developed solutions to enhance the scalability and efficiency of machine learning models.
· Collaborated with cross-functional teams to ensure seamless integration and operation of ML models.
· Developed machine learning models to guide business decisions and optimize processes across the company.
·  Collaborated with the Growth team to implement data-driven strategies and models.
· Worked with Symantec DLP upgrades and patches.
· Utilized security information and Event Management (SIEM), Intrusion Detection & Prevention (IDS/IPS), Data Leakage prevention (DLP), and malware analysis tools.
· Configured Hash Corp Vault for apps to store encrypted and secure credentials.
· Established and promoted a strong understanding of security principles and best practices across the development teams.
· Developed and maintained scripts for data migration, rollback, and version control
· Collaborated with developers and DBAs to implement and deploy database changes seamlessly.
· Implemented Kubernetes manifests, helm charts for deployment of microservices into k8s clusters.
· Used Kubernetes to deploy scale, load balance, scale and manage Docker containers.
· Implemented Application security program (DAST and SAST) at the enterprise level to identify, report and remediate security vulnerabilities from applications deployed in DEV, PRE_PROD and PROD environments.
· Configured Ansible Tower for infra-activities like patching and restarts.
· Created pipeline jobs for DB deployments using maven, ant, SVN and Jenkins


	Client: TCS, Hyderabad, India  
	April 2022 – Jan 2023

	Role: Azure DevOps Engineer

	




Responsibilities:

· Automation using an azure runbook
· Creation of azure DevOps CI CD infra pipelines
· Creation & deployment of resources using ARM Template
· Deployment of infra resources using terraform
· Creation of docker images.
· Performing deployments to multiple environments like Dev, QA, UAT & Production environments.
· Application deployment to Azure Webapps using Azure DevOps CI/CD.
· Configure and Managing Azure Repositors and CI/CD Pipeline for Build and Release.
· Create ARM & Terraform templates to reuse similar deployment with some standard configurations and naming conventions.
· Building Infrastructure on Azure Cloud which involves configuring\managing Compute and Storage services.
· Automating using PowerShell DSC. 
· Performing Branching, tagging, Merging and take the backup of the code.
· Maintaining Maven build scripts and Tomcat application server creating artifacts using Maven.
· Performing the deployment of WAR files.
· Troubleshoot Build issues and coordinate with the development team on resolving those build issues.
· Responsible for Maintaining/Administration of Azure DevOps Continuous Integration Tool.
· Creating pipelines using Azure DevOps and deploying the infra using Terraform in Azure.
· Creating docker images and deploying them in Kubernetes pods
· Experienced Managing the local deployments in Kubernetes and creating local clusters and deploying application containers.
· Monitor builds and provides proactive support to resolve any building issues. 
· Experience on setting up end-to-end Pipelines in Azure DevOps using YAML scripts following Industrial standards. 
· Managed containerized applications using Docker and Kubernetes, ensuring high availability and scalability.
· Created detailed documentation for CI/CD processes, facilitating knowledge transfer and onboarding of new team members.
· Implemented the YAML pipelines to deploy the ARM templates into the underlining Azure subscriptions.
· Proficient with Shell, Python, Ruby, Perl, Power Shell, JSON, YAML, Groovy Scripting languages with the concepts of Cloud-based technologies.

	Client: Morgan Stanley, Hyderabad, India  
	October 2018 – April 2022

	Role: Azure DevOps Engineer

	


							
Responsibilities:

· Hands-on experience Designing, planning and implementation for existing on-premises applications to AZURE Cloud (ARM), Configured and deployed Azure Automation Scripts utilizing Azure stack Services and Utilities focusing on Automation.
· Used Docker for setting Azure Container Registry with Docker and Docker-compose and actively involved in deployments on Docker using Kubernetes.
· Created CI/CD Pipelines in Azure DevOps environments by providing their dependencies and tasks. Also have experience on implementing and managing continuous delivery systems and methodologies on Azure.
· Created Azure pipeline and deployed external images (PEGA, Chat-GPT) on Azure Kubernetes.
· Admin Azure Cloud Services (PaaS & IaaS), Storage, Compute, Networking, Security, Containers, Serverless, Web Apps, App Insights, Function Apps, Azure SQL, Monitoring, Key Vault.
· Assigned RBAC Roles using Organization Active Directory Confidential the Subscription Level to grant access only to required members based on Least-Access Privileges.
· Created Azure services using ARM templates (JSON) and ensured no changes in the present infrastructure while doing incremental deployment.
· Worked on Creating Custom Build Agents and Build Pools on the Application servers and Build and Release Pipelines on Azure DevOps for deploying Applications to PAA servers/Fire wall Servers.
· Worked with DevOps Integrating Security tooling in CI/CD Pipeline SonarQube and Snyk for Static Code analysis and identify Vulnerabilities in Library Dependencies.
· Managed and created new firewall rules for existing services and new applications. Managed and restricted user and group permissions in RedHat Enterprise Linux servers. Password less authentication is established between servers.
· Automated the front-ends platform into highly scalable, consistent, repeatable infrastructure using high degree of automation using Jenkins.
· Experience in Windows Azure Services like PaaS, IaaS and worked on storages like Blob (Page and Block), SQL Azure. Well experienced in deployment & configuration management and Virtualization.
· Performed information purging and applied changes utilizing Databricks and Spark information analysis. Extensively utilized Databricks notebooks for interactive analysis utilizing Spark APIs.
· Handling Code Repositories in Various Azure Repos and Provide Support to Application teams on day-to-day source code management activities, including branch maintenance, code merging, and branch structure consulting in Azure Devops Server wif VS 2015/2017/2019.
· Used Docker for setting Azure Container Registry and actively involved in deployments using Kubernetes.
· Network: Responsible for handling network issues like handling DDOS attacks in coordination with multiple DDOS mitigation Partner's.

	Client: Optum, Hyderabad, India 
	Aug 2014 – Sep 2018

	Role: SRE/ DevOps Engineer
	


	
Responsibilities:

·  Automate the application Infrastructure provisioning ensuring backup and restore of Data along with DNS and SSL setup and application configuration.
· Worked with the Docker to package an application with all its dependencies into a standardized unit for Software Development.
· Created CI/CD Pipelines in Google cloud Platform by providing their dependencies and tasks. Also have experience on implementing and managing continuous delivery systems and methodologies on AZURE and created END-END Automation with CI Procedures using Jenkins & automated Maven builds by integrating them with Continuous Integration tools Jenkins.
· Implemented a Continuous Delivery pipeline with Docker, Jenkins and GitHub and AZURE.
· Worked on Integrating Code scan tools like SonarQube, Fortify Code Analyzer on Build Server and integrating scan tasks in the Build Pipelines to resolve vulnerabilities and blocker issues related to code.
· Automated the deployment of applications inside software containers and Configured Docker containers for branching purposes
· Resolving Jenkins slaves related issues like path configurations and space issues.
· Direct connections with clients with the help of worker roles. Used VM roles to schedule tasks and customize the machine on which web and worker role running.
· Installed and configured Jenkins with SonarQube and GIT by installing GIT plugins and building the artifacts using Maven automation tool and storing the build artifacts into Nexus repository and deploying it to WebSphere server.
·  Developed Bash and Shell scripts to automate various stages of build and release process in Jenkins. Defined various CI/CD workflows using Jenkins file groovy DSL scripts.
· Configured and used monitoring tools like Nagios/Splunk for monitoring the network bandwidth and the hard drives status.
· Experienced in setting up monitoring tools like Nagios and amazon Cloud Watch to monitor major metrics like CPU utilization, Memory, Storage, Latency.
· Experience with bug tracking tools like Jira. Experience with documenting tool Confluence, used to document the work process and issues that arise with Jira and working with Agile methodologies and all phases of Software development life cycle (SDLC).

	Client: Team lease digital, Hyderabad, India					
	Feb 2012-Aug 2014

	Role: System Engineer
	



Responsibilities:

· Maintaining the source code in VSS, SVN for various applications.
· Base lining the Project Modules, Creating the Branching Strategy for parallel development.
· Merging the Branches for Integration.
· Developing the utility scripts to effectively reduce time and manual effort. Configured Jenkins Jobs for generating Project artifacts.
· Automate end to end application environment setup on GCP Compute VMs for Dev, Preprod and Prod environments
· Develop Ansible roles/playbooks for automating Linux and Windows based application image builds
· Automate the application configuration and setup with Shell and PowerShell startup scripts for Linux and Windows applications.
· Main objective is moving the code from development team boxes to testing and production boxes.
· Implementing SCM policies by defining Build & Release Management. 
· Change Management, Version Management and deployment.
· Co-ordinate with different teams and release the buildings to the target environment in a controlled manner.
· Deploying Hot patches based on requirement.
· Labeling and triggering the builds. 
· Monitoring the automated Nightly Builds in Jenkins.
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